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Abstract

In this paper we will address the development wfoalern security policy. Current security policy
development strategies are introduced first andvilanove on to what is new and upcoming. Thetsigées will

range from past, present, and the future.
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1. Introduction

The success of any Information Security progras iin policy development. In 1989, the National
Institute of Standards and Technology addressedthint in “Special Publication SP 500-169, ExeciGuide to
the Protection of Information Resources” (p.1):

The success of an information resources protection program depends on the policy generated, and on the
attitude of management toward securing information on automated systems. Your primary responsibility isto set
the information resource security policy for the organization with the objectives of reduced risk, compliance with
laws and regulations and assurance of operational continuity, information integrity, and confidentiality.

A policy is the essential foundation of an effeetinformation Security Program as stated by Ckarle
Cresson Wood in his book “Information Security Bigs Made Easy” (p.1):

The centrality of information security policies to virtually everything that happensin the information
security field isincreasingly evident. These policies will stipul ate the type of transmission services that should be

permitted, how to authenticate the identities of users, and how to log security-relevant events. An effective
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information security training and awareness effort cannot be initiated without writing information security policies

because policies provide the essential content that can be utilized in training and awareness.

2. Information Security Policy

Information is an important business asset angliuable to an organization. Therefore, it ndedse
protected to ensure its confidentiality, integetyd availability. The first step in information seity is to set up
policies and procedures on how to protect inforamatOur text defines an Information Security Pobsya
written instruction, provided by management, t@inf employees and others in the workplace of tbegr
behavior regarding the use of information and imfation assets. (p.630) Security policies are th@dation
of information security in an organization and dlweitten and well implemented policy will contain
sufficient information on what must be done asnutgct information and people in the organizati®acurity
policies also establish computer usage guidelioesthff in the course of their job duties. System
administrators and business owners have to ackdgelthe fact that security threats exist and hopréwent
and respond to them. Identifying and implemengngable controls requires careful planning andigigation
of all employees in the organization and are aita for the success of information security mamagat.
Depending on the size, financial resources, anddgeee of threat, an organization needs to impi¢me
security policy that has the right balance betwaerreacting and the vulnerability of exposing stegn to
potential threats. The objective of a well writgamd implemented security policy is improved infatian

availability, integrity and confidentiality, fromabh inside and outside the organization.

3. Lawsand Regulations

Information security professionals work within @mterprise to protect it from all non-physical #ieto
the integrity and availability of its data and gss. Performing this function draws security prsi@sals into
simultaneous, ongoing relationships between tharoegtion and the organization's employees and othe
entities: its customers, suppliers, competitong, government officials and regulators. This sectvill be a

discussion of important laws and regulations ag ffegtain to organizations.
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3.1 CFAA-Computer Fraud and Abuse Act
The U.S. Code § 1030omputer Fraud and Abuse Act was originally creatdly as a computer
crime statute, but in its present form, it impoketh civil and criminal liability for a wide varigtof acts
that compromise the security of public and privsgetor computer systems. It defines and formalass
to counter threats from computer-related acts dfghses. It specifically states that however ititerally
accesses a computer without authorization or excaethorized access, and thereby obtains informatio
contained in a financial record of a financial itigton, or of a card issuer as defined in secfi682(n) of
title 15, or contained in a file of a consumer néjng agency on a consumer, as such terms areedkifin
the Fair Credit Reporting Act (15 U.S.C. 1681 ef.5dnformation from any department or agencyhs t
United States; or information from any protectechpater. Knowingly and with intent to defraud,
accesses a protected computer without authorizadioexceeds authorized access, and by meanstof suc
conduct furthers the intended fraud and obtainshémgy of value, unless the object of the fraud dred
thing obtained consists only of the use of the asteapand the value of such use is not more thad0®5n
any l-year period. (18 U.S. Code §1030, 2015)
3.2 DMCA -The Digital Millennium Copyright Act
The Digital Millennium Copyright Act, 17 U.S.C. 822-05 (the "DMCA"), provides that "[n]o person
shall circumvent a technological measure that &ffely controls access to a work protected undisrtitie [the
Copyright Law]," and goes on to prohibit the "meamtfire, import, offer to the public, provide, ohetwise traffic
in any technology, product, service, device, congmbnor part thereof, that (A) is primarily designe produced
for the purpose of circumventing a technologicabmee that effectively controls access to [a cgiyad work];
(B) has only limited commercially significant pug@or use other than to circumvent a technolognessure that
effectively controls access to [a copyrighted wpdt](C) is marketed by that person or anothemngdti concert
with that person with that person's knowledge & in circumventing a technological measure tHatgbely
controls access to [a copyrighted work]." (17 LC8de §12.1, 2015)
3.3 TheHealth Insurance Portability and Accountability Act (HIPAA)
The Health Insurance Portability and Accountapiitt (HIPAA) was enacted by Congress in 1996.
According to the Centers for Medicare and Medi&gavices (CMS) website, The Administrative Simpkfion

provisions of the Health Insurance Portability &uwtountability Act of 1996 (HIPAA, Title 1l) requé the
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Department of Health and Human Services (HHS) tipadational standards for electronic health camesactions
and national identifiers for providers, health glaand employers. To date, the implementation &AM standards

has increased the use of electronic data interehdAgministrative Simplification Overview, 2016)

4. Typesof Security Palicies

In this section | will go over various securityligges, both past and present. Policy managenseoé
mechanism to achieve automation; it has the beokéitiding structure to how process is automateztording to
techgadget, ‘Policy-based management is an admatiis approach that is used to simplify the manzeyg of a
given endeavor by establishing policies to deahwsituations that are likely to occur. Policies aperating rules
that can be referred to as a way to maintain osnrity, consistency, or otherwise further a goahission.’
(Policy-based Management, 2011)

Something to think about when implementing a sgcpolicy is distribution. While this may seem
straightforward, getting the policy into the hamdgach employee may require a substantial invegtinethe
organization. One option is by hand out but iretgs world the better option is electronic disttion. Though this
requires an organization to provide a mechanisprdge distribution, such as an auditing log tragkivhen users
access the document. To be certain that emplaysgerstand the policy, the document should beewrittt a
reasonable reading level, with minimal technicaing and management terminology. The next stepusé some
form of assessment to gauge how well the employedsrstood the policy’s underlying issues. Onéoogs a
quiz, requiring the employee to pass by earningranmmum score of 70 and which require additionairntireg and
awareness efforts before the policy can be enfordénds brings us to policy compliance in which #maployee
must agree to the policy. One way to accomplighithby incorporating a digital signature when ¢émeployee has
read and comprehended the policy. Lastly, polidpeement is used in an impartial way to make #use
governed in a uniform fashion. As in law enforcem@olicy enforcement must be able to withstanemmal
scrutiny.

4.1 Enterprise I nformation Security Policy

In our text, enterprise information security pglis defined as what sets the strategic direcgocope, and
tone for all of an organization’s security efforis.assigns responsibilities for the various arefasformation

security, including maintenance of information s@gpolicies and practices and responsibilitieenfl users. In
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particular, the EISP guides the development, implatation, and management requirements of the irgtom
security program, which must be met by informasecurity management, IT development, IT operatiand,
other specific security functions. (p.122) Thehhigvel security policy is based on and directlgmarts the vision,
mission, and direction of the organization and aetrategic direction, scope, and tone for aluggceffort
consisting of anywhere between 2 to 10 pages.

4.2 |ssue-Specific Security Policy

A sound issue-specific security policy providetaded, targeted guidance to instruct all membéth®
organization in the use of a resource, such as@eps or a technology employed by the organizatibshould
begin with an introduction of the organizationsdamental resource use philosophy and assure mewibites
organization that its purpose is not to establigbuadation for administrative enforcement or legaisecution but
to provide a common understanding of the purpose®fiich an employee can and cannot use the resoéne
ISSP should provide ways to help an organizatigoratect itself and its employees from inefficiendyn effective
ISSP is a binding agreement between the organizatid its members and shows that the organizatiemtade a
good faith effort to ensure that its technologyl wdt be used in an inappropriate manner. (p.128) 1

4.3 System-Specific Security Policy

System-specific security policies often functioormlike standards or procedures to be used when
configuring or maintaining systems that could imiga statement of managerial intents, guidancetiwark
engineers on selecting, configuring, and operdtiegvalls, and an access control list that defileegls of access
for each authorized user. This policy type is nforrised technically that the issue-specific ségyolicy in that it
outlines how to protect the system and technol@ggMillan & Abernathy) There is also a system-sfiegecurity
policies configuration that combines managemerdanie system-specific security policy and the teethn
specifications system-specific security policy iateingle document. This document may be a Lttlgfusing to

users; it is highly practical to have the guidafioen both perspectives in a single place.

5. Modern Security Policy Models
There are a number of possible routes availableneheating policies, ranging from an off the shelf
purchase, to carefully crafting every clause amiesee. The most cost effective way is often tacpre a set of

pre-written policies, and then tailor them as neagsto meet specific organizational needs. Whinvent the
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wheel and proceed down a more complex route theessary? When adopting this course, or indeed, sineply
redeveloping existing policies, a number of lessdifactors should also be taken on board - hditheg policies
sit with ISO17799 for instance. Modern Securityiges are often based on ISO 17799. I1SO 177%9dsnost
widely recognized security standard. It is baseohugpe original version of BS7799, which was fiablished in
1995, an edition which itself was based on aneadocument called the 'Information Security CofiBractice'.
The first version of ISO 17799 was published in &aber of 2000. ISO17799 is very comprehensivesin it
coverage of security issues. It contains a sukiatantmber of control requirements, some of whishextremely
complex and detailed. (ISO 17799 Description andié¥¢) Compliance with this internationally recogediz
standard is growing in importance. Because of sl because of the standards relevance as a coourrency
for information security measurement, many orgaiona are basing their security policies upon thadard itself.
Having a security policy document in place itselhbt enough; the contents must be implemented &ffective
but this is often easier said than done! Infororasecurity policies are the bottom line; theythetboundaries of
acceptability across the organization. Howevads, @ertainly the case that some areas are moreityesensitive
than others. In these, for example, more stringeatirity measures may be appropriate. (Informaiecurity
Policies and Standards)

A newer trend in the workplace is companies lgttimeir employees bring their own devices. Accagdio
Steve Durbin, managing director of the Informat&ecurity Forum (ISF), "As the trend of employedsding
mobile devices, applications and cloud-based stoaagl access in the workplace continues to grosinbsses of
all sizes are seeing information security risks\geixploited at a greater rate than ever befoegdys. "These
risks stem from both internal and external thrgathiding mismanagement of the device itself, endiér
manipulation of software vulnerabilities and the@ldgment of poorly tested, unreliable businessiapfibns.” He
notes that if you determine the BYO risks are tat Hor your organization today, you should at teagke sure to
stay abreast of developments. And realisticallytdn says, expect that your users will find a wawuse their own
devices for work even if you have a policy agaB¥Ox. (Olavsrad, 2014)
5.1 An Abstract Modd for Security Management:

The TM Forum Security Management Model, illustdsite Figure 1, is an abstract model
consisting of process flows and operational stafesan abstract model, it is a logical amalgarmatftiple

similar models and not intended as an exact reptasen of any specific actual system implementatitt
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is intended primarily as a tool to promote underdtag, facilitate communication and collaboratiand

guide coherent evolution across the complete TMiffoFrameworx. (TM Forum, 2011, p.9)

Optimizing State

Steady State

Monitoring ~ Analysis
J
?— Reacting State }—T I

T { Protecting State }

Incident Response
Mgmt  Recovery

{ Remediating State }

Figurel: TM Forum Security Management Model [TM Forum]

From this figure we can see the different stafdab@security management model. The steady
state is the operational flow; policy-based analgdidata collected via monitoring discovers noraalkes
or inefficiencies. The Optimizing State arises wipelicy-based analysis of data collected via noitigy
discovers one or more internal anomalies or defas that analysis identifies as opportunitiesrtbance
the baseline Prevention posture. The Reacting @t&es when policy based analysis of data celliegia
monitoring identifies a potential vulnerability,olation, or intrusion — anything that can be reratstl via
a Configuration change, within the bounds of acfigécy. Detection triggers real-time updates to
Configuration (e.g., log level adjustments, poddsing, traffic filtering) to isolate anomalies,pand the
evidence base, and activate additional defensiasuores. The Protecting State arises when analfysis
data collected via monitoring and flagged by detecas a probable vulnerability, violation, or untion
satisfies the policy-based criteria for formal Wiagn Such Warning triggers notifications beingtsen
(alerting) to appropriate entities (humans andveafe). And lastly, the Remediating State arisesrwh
Incident Management leads to Response and Recagtons that result in updates to the baseline

Prevention posture. (pp. 16-21)
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5.2 ZOOM Policy Model and Architecture Snapshot

FOCALE stands for Foundation — Observe — Compaket— Learn — Reason. Network administration is
inherently difficult. In contrast to other typesadministration, network administration typicallypdies to a
heterogeneous environment, where each node carrimepk the same function using different programmirogiels
with different side effects. Many times, this etgananually managing diverse technologies and éswi¢hose
functionality needs to be coordinated to providetof services to multiple users. One of the vedydealing with
the many complexities of dynamic systems is toatgenomic. The primary purpose of autonomic systisns
manage complexity. The heart of an autonomic syssdts ability to manage its operation by takargappropriate
set of actions based on the conditions it sensteeienvironmeittror! Reference source not found.. (TM Forum,
2015, p.16) Sensors retrieve data, which is timefyaed to determine if any correction to the maklgesource(s)
being monitored is needed (e.g., to correct nomvadt failed or error states). If so, then thoseedtions are
planned, and appropriate actions are executed effiectors that translate commands back to a foanhthe
managed resource(s) can understand. If the autenmuehivork can perform manual, time-consuming tgsish as
configuration management) on behalf of the netvaahinistrator, then that will free the system amal t
administrator to work together to perform higharelecognitive functions, such as planning and nekwo

optimization.

Context Manager +— ————— — Policy Manager

y

Policies control application of intelligence

Autonomic Manager
Control Control Control
A
. Control
Managed y M odel-Based .| AnalyseData . Determine Current State=
Resour ce 7| Translation e and Events 7| Actual State Desired State?
] : ) T ) )
Ontological Reasoning and
Comparison Learning Define New Device
Configur ation(s)

Control

Figure 2. A Simplified View of the FOCALE Autonomic Architecture (p.16) [TM Forum]
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6. Conclusion

In this paper we have discussed what a securltgypis and what it entails. Some of the topicsadissed
go as follows: laws and restrictions that governhwvehat needs to be included in the implementabioa security
policy, the various types of security policiesriclude enterprise information security policiespis specific
security policies, and system specific securitygies, how to distribute a policy, ensure its coeffgnsion, and
how to impartially enforce said policy, and we dissed a few newer security policies that are nowripéeemented.
Policies are operating rules that can be refemexsta way to maintain order, security, consisteocyptherwise
further a goal or mission.’ It is important to g@tur policy distributed to everyone in your orgaation and have a

way for the reading of it to be traceable.
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